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SERVICE BRIEF 

Firewall & Web Content Filtering 
Keep your organization secure against threats from the outside. 

Apply Filters To User Groups 

Applying filters to user groups allows only work-
related content to be accessed. 

In order to grow as a company in today’s digital 
world, you have to provide your employees with 
resources that make them more efficient. The 
Internet is one of most important resources your 
employees will require. Unfortunately, if not 
controlled properly, granting access to the 
internet can create its own inefficiencies. 

With free access to the internet, employees may 
be prone to use it for non-work related task. By 
the capabilities to control access to certain types 
of content, such as Facebook, Twitter, YouTube, 
and even Netflix, you ensure that your employees 
are staying on task throughout the day. Some 
employees may require access to certain sites, for 
promotion and marketing purposes, while others 

do not. With our Content Filtering solution, you 
can control who is given access to what by setting 
up specific user groups with access levels. 

By creating user groups, and assigning access 
rights to them, you control what messages filter 
to what group, and control what is designated as 
spam for those groups, and what isn't. After your 
initial configuration of the software, you can then 
move users into groups, thoroughly managing the 
type of content made available to them. 

Reduce Security Threats 

Gain complete control over your security by 
blocking access to distasteful content. 

One of the most crucial parts of business 
administration is being able to protect personal 
information, and other sensitive material. 
Unfortunately, there are people in the world that 
mine for information, and sell it for their own self
-interest. A number of these entities are 
specifically designed to retrieve information with 
the use of coordinated instructions. 

Some of these strategies involve delivering 
malware; in the form of a virus, Trojan horse, or 
Internet worm to distasteful mediums that get a 
lot of traffic. If a user accidentally navigates to 
these types of sites, it can create security 
problems. A simple search for “free software” can 
lead users to infested sites that look completely 
legitimate. Once a user downloads the file and 
opens it, your entire network can be 
compromised with malicious entities. With our 
Content Filtering solution, you have complete 
control over the prevention of these types of 
threats.  

FIREWALL & WEB CONTENT FILTERING 

Features 
 

• Prevent employees from accessing 
inappropriate or distracting content 
on the company network 

• Enable only those employees who 
need access to potentially distracting 
sites to do so 

• Management of these permissions 
with user groups 

• Blocks malware and other malicious 
entities from infiltrating and abusing 
your network and data 

• Prevents your users from accessing 
websites that are potential delivery 
systems for malware 

Benefits 

• Preserves employee productivity by 

preventing them from accessing 

distracting, non-work-related 

websites 

• Simplifies managing who can access 

what on your network 

• Protects your network from viruses, 

worms, and other varieties of 

malware 

• Disables employees from 

inadvertently downloading malicious 

content from the Internet 


